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Cyberattacks:
Insurers Defend 
Against Ransomware 
Battered by losses, cyber insurers have begun to work with 
the government and each other to mitigate losses and 
find solutions to an emerging threat.
by Tom Davis

V
ishaal Hariprasad, CEO and co-founder of 

cyber insurer Resilience, didn’t hesitate 

when President Joe Biden looked right at 

him and asked: “How can the insurance 

industry help drive better cyber standards for the 

country?”

“Auto insurance helped us get seat belts, life 

insurance put a cost to smoking and property 

insurance brought smoke detectors,” Hariprasad 

told Biden during a recent White House summit on 

cyberattacks. “Insurance has done it other places. 

Why not cyber?”

Now the industry that’s been battered by losses 

from ransomware has begun to collaborate with 

the government and each other to share resources, 

mitigate losses and find solutions to what has 

become an emerging national security threat.

A consortium of cyber insurers earlier this year 

formed CyberAcuView to “use their collective 

expertise” to compile and analyze data to 

enhance cyberrisk mitigation efforts and ensure a 

competitive market for cyber insurance, according 

to a statement from the organization.

“Helping the industry more broadly understand 

systemic risk is one of our top initiatives,” said 

Mark Camillo, CEO of CyberAcuView, which is 

sponsored and supported by such cyber insurance 

underwriters as American International Group 

Inc., Axis Capital, Beazley, Chubb, Hartford, Liberty 

Mutual and Travelers.

Aon has called for the National Association 

of Insurance Commissioners to update its cyber 

reporting 

mechanism 

to “a format 

commensurate to 

where the line of business 

has grown,” Catherine Mulligan, 

global head of Aon’s Reinsurance 

Solutions cyber practice group, said 

during a recent AM Best briefing on 

cyberattacks.

“The industry can’t adequately 

address what we can’t see,” Mulligan 

said. “More granular reporting would 

provide that additional clarity.” Right now, 

cyber comes “with limited direction on 

reporting” and “doesn’t have the framework 

of an audit,” she said. “This was maybe 

appropriate when cyber was incidental and 

still in its earlier stages.”

At the White House summit in August, 

insurance industry leaders such as Hariprasad 

met with Biden, members of his Cabinet, his 

national security team and private sector 

and academic leaders to discuss the nation’s 

cybersecurity efforts.
Tom Davis is managing editor. He can be reached at 
tom.davis@ambest.com.
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Key Points
Attacks Increasing: Since May 1, there have been at least 37 
“significant” international cyber incidents, including the Colonial Pipeline 
attack that caused a spike in gas prices, according to a report from the 
Center for Strategic and International Studies.

Premiums Rising: Cyber premiums have more than doubled since 
2016, rising from $1.3 billion to $2.7 billion last year, according to Fred 
Eslami, senior financial analyst at AM Best.

Insurers Are Selective: The cyber activity is so high now, “we can be 
in a position of saying to clients, ‘If you don’t have these controls in place 
then you’re not going to get covered for these types of attacks,’” said 
Tracie Grella, global head of cyber insurance for AIG.
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Publication Date Topics Description
January
Ad Close: 12/5/22

Insurance Technology & 
Innovation

Insurtechs are raising the bar on industry innovation, and established insurers are responding.

February
Ad Close: 1/2/23

Cyber The evolving cyber market responds to increasingly sophisticated threats. 

March
Ad Close: 2/6/23

The Changing Role of 
Reinsurance Intermediaries

The landscape for reinsurance brokers continues to change, driven by consolidation, startups and new approaches 
to risk financing.

April
Ad Close: 3/6/23

New & Emerging Risks A look at new and emerging risk areas that are likely to present new opportunities to nimble insurers and 
challenges to those who are unprepared. 

May
Ad Close: 4/3/23

Insurer Expenses Insurer efforts to reduce expenses are showing progress.

June
Ad Close: 5/1/23

Catastrophes

Student Challenge

High-impact storms and man-made events account for a huge share of insurers’ losses in any year, with the ever-
greater possibility of record losses.

AM Best presents the winner, finalists and entrants in the third annual AM Best Student Innovation and Data 
Challenge. 

July
Ad Close: 6/5/23

Leaders The insurers and brokers that lead the market and the executives who run them.

August
Ad Close: 7/3/23

Reinsurance Reinsurers play a critical and changing role in a number of important segments of the insurance industry, and more 
frequently are becoming drivers of innovation, product development and startup activities.

September
Ad Close: 8/7/23

Mutuals Mutual insurers have emerged as one of the more resilient and long-running sectors of the global insurance industry. 
What was once viewed as a static sector is home to a surprising amount of activity and innovation.

October
Ad Close: 9/4/23

Auto Our annual examination of the developments in the largest line of business in the property/casualty sector.

November
Ad Close: 10/2/23

Property Report Commercial property and homeowners insurance play a crucial role in the property/casualty sector.

December
Ad Close: 11/6/23

Insurance Outlook Industry experts look ahead to 2024 and share their views about the issues and trends that will impact the industry.
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